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Curriculum vitae

Floor Jansen is a criminologist who works for the Dutch Team High Tech Crime since 2012.
Before she worked for the research departments of the Dutch National Police and the Border
Police (Royal Marechaussee). Her fields of research include different forms of organized
crime including human trafficking and the trafficking in cannabis and synthetic drugs. Her
last publication was about the criminal subcultures of outlaw motorcycle gangs and trailer

parks.

Abstract

In this presentation two different cybercrime cases of the Dutch National High Tech Crime
Unit will be discussed. One case covers the search for a widespread child pornography
network hiding in the deep web. This case shows the contra strategies that criminals use to
protect themselves from law enforcement. In the mean time, law enforcement can only use
some of the offensive modus operandi cyber criminals use due to legal constraints.

The second case is about a more day to day form of cybercrime that can happen to

everyone who owns a computer: ransomware. Ransomware is a class of malware which locks
a victim’s computer from a distance and demands a ransom paid to unlock the computer. This
phenomenon has been, and still is, a major problem in most European countries and

is developing faster than law enforcement can adjust.

How to win the rat race?
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