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Abstract 

In cybercrime prosecutions, it is more and more frequently the case that the relevant data for 

local preliminary investigations and criminal proceedings are stored on foreign servers or that 

the physical place of storage is unknown. 

Traditional ways of international cooperation in those criminal cases are often too slow, 

which leads to the loss of evidence data. For investigations involving the Internet, the time 

factor plays a decisive role due to the lack of data retention in several states. 

Cybercriminals know about these advantages and exploit them for their own purposes, 

deliberately using several networked intermediary systems in different countries.  

 

The presentation intents to show the growing professionalism of cyber criminals in exploiting 

loopholes and side effects of new technologies. On the other hand, it will point out to the 

already ongoing legal discussion about possible solutions for the problem of the „loss of 

location“ of stored computer data on the internet. 

 


