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The project was initiated with a view to expanding information on the cybercrime
phenomenon of hacktivism and to placing it on a sound knowledge base.

As a result, the project has provided a clear differentiation between the concept of
hacktivism and those of related and similar tendencies in this area of crime as well as a
sound information basis regarding the hacktivism phenomenon. Empirically, the
information basis was expanded and consolidated by an analysis of the cases of
hacktivism registered in Germany and a survey of companies and public institutions in
Germany. The number of cases analysed (78 after adjustment ?, 183 in total) and survey
data gleaned from online questionnaires (971) allows generalisable statements to be
made about German cases which are known to the police as well as cases of hacktivism
that have gone unreported and unrecorded thus far.

Information about modi operandi, cover-up methods and, to a lesser extent,
communication was obtained by means of secondary and case analysis, media research
and an online survey. It was also possible to describe developments and dynamics
within the scene. Information obtained and compiled about losses caused was only
exemplary; it is not possible to ensure that information about damages in the case files
is representative. The representativeness of the information in the IT security reports
about damages caused by hacktivism cannot be assessed due to lack of transparency of
the methods employed. It was not possible to identify typologies on the basis of data
obtained by secondary and case analysis as well as media research. It was only possible
to make statements about hacktivist offenders of registered crimes. The generalisability
of such information is, however, extremely limited due to a variety of factors: The
offenders, who were subject to case analysis, were merely involved in a hacktivist
attack, which means it is uncertain how many of the suspects were only hangers-on.
Neither does information obtained via secondary analysis reveal whether it refers to
actual hacktivists in terms of ideologically motivated persons, i.e. activists, or whether it

is strongly influenced by characteristics of occasional sympathisers and/or hangers-on.

Hacktivism is particularly characterised by a non-profit-oriented and ideologically

motivated commission of offences for protest and propaganda purposes and is mainly

' 106 cases belong to one specific investigation and were regarded as one single case for many calculations (such
as modi operandi).
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carried out by groups. These groups do not have a fixed number of members, a
hierarchical structure or control mechanisms (although there are a few exceptions, such
as "Lulzsec") and frequently also engage in activities which do not have a hacktivist
orientation (such as mere hacking or pranks as in the case of "Anonymous"). Lone
offenders are rather rare, since political and social commitment is mostly expressed in
groups. The majority (approx. 90%) of persons conducting hacktivist activities is male

and between 16 and 30 years old.

Age structure
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Figure 1: Age distribution among 37 suspects (case analysis)
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Figure 2: Gender distribution among 37 suspects (case analysis)

At present, we do not hold any reliable information about socio-economic
characteristics. Case analysis indicates that most of the suspects are pupils, students and
trainees, which would also correspond to the predominant age group of hacktivists.
The preferred modi operandi employed by hacktivists are website defacement, DDoS
attacks, data espionage and manipulation. Governments (and their members) and
companies are most affected by hacktivism, although private individuals represent the
majority of victims in case analysis, which can be put down to the companies' reporting

behaviour.



Category Frequency Percent

Motivation: Anti Police 175 40.0%
Motivation: Anti Government 103 23.6%
Motivation: Anti Corporation 58 13.3%
Motivation: Electronie Civil Disobedience 32 7.3%
Motivation: Anti Military 24 5.5%
Motivation: Anti FBI/ CIA 24 5.5%
Motivation: Anti Banks 10 23%
Motivation: Anti Media 6 1.4%
Motivation: Anti Polities 4 0.9%
Motivation: Pro Investigative Journalism 1 0.2%

Total 437 100%

Figure 3: Hacktivist goals. (Held, W.V. (2012). Hacktivism: an Analysis of the Motive to Disseminate

Confidential Information)
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Figure 4: Victims in 78 cases (case analysis)




80 of the 971 companies taking part in the online survey stated that they had been
affected by hacktivism on one or more occasions. This means that the frequency with
which companies and public institutions in Germany are targeted by hacktivism is 8 %.
It is particularly companies from the information and communications branch which

are affected by hacktivist attacks more frequently than average.
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Figure 5: Hacktivist attacks on companies and public institutions (online survey)

The size of the company has an impact on the frequency of attacks: The bigger a
company, the more likely it was affected by repeated hacktivist attacks. 60 % of the
institutions affected fixed the damages internally; 15 % filed a complaint. When asked
for the reasons for refraining from a complaint, 33 % of the companies stated that the
attacks did not have any consequences, although an ineffective attack may also be
punishable. 40 % did not expect a complaint to be successful. As regards unreported and
unrecorded crime in the field of hacktivism, these results mean that the reporting rate
for hacktivist attacks is 15 %, which implies that 85 % of detected activities go
unreported and unrecorded (68 cases). Cases which are not detected by the victims must

also be assigned to this dark field (absolute dark field).



All in all, media research has corroborated the fact that hacktivism also plays a role in
the darknet: A discussion about the creation of a new hacktivist group was followed in
the forum "Deutschland im Deep Web" ("Germany in the Deep Web"); the outcome of
which, however, remained open. The sites "Hack the Planet" and "CODE GREEN" also
deal with the subject of hacktivism. But only the "Deutschland im Deep Web" forum

showed a clear link to Germany.

The assessment of the threat and damage potential of cybercrime phenomena is
particularly dependent on the target and the modus operandi used by the offender.
Although the threat and damage potential of hacktivism can currently be regarded as
low, it becomes apparent that hacktivism is increasingly taking the form of "combined
attacks", which means that experts with "hacking skills" are joining forces with social
engineering experts and attack companies via social media to a larger extent.?
Companies and institutions using social media should have the relevant competence
for handling emerging conflicts to prevent such situations from culminating in
hacktivist attacks.

There is no doubt that information and communications technology and the internet
open up new effective spheres of activity and possibilities for activists. Not only can
activities be planned and carried out faster, but the range of potential sympathisers
targeted is also bigger due to the high acceptance and extensive use of the internet and
social media; access to the users has become easier and more resource-efficient. Even
persons who are politically interested but have not been very active so far now have the
possibility to participate in the relevant activities in a quick and uncomplicated
manner, since potential obstacles, which come along with analogue forms of protest,
such as weather conditions, travel to an event, unwanted detection (if the participant is
sufficiently anonymised) are virtually excluded when activities are carried out digitally.
Only a mouse click is needed to participate in such a "demonstration". Most users,
however, are not aware of the fact that the DDoS attack they may trigger in that

moment constitutes a criminal offence. Citizens' and internet users' risk perception and

* This is even demonstrated in the case of massive internet outrage, which may result in conspiracies to commit
attacks of a hacktivist nature.



media literacy must be developed in a way for them to know which offences committed

on the internet are punishable.

Neither the results of secondary and case analysis nor of media research and the online
survey indicate that hacktivist attacks have a significant threat potential. This applies to
both recorded and unrecorded crime. The figures for losses do not suggest that
hacktivism has a high damage potential, at least as far as attacks on victims in Germany
are concerned. It must be assumed that, given the appropriate organisation and
communication for the recruitment of sympathisers, hacktivist activities and attacks

will rather increase than decrease in the future.
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Anhang

Liste der gesichteten IT-Sicherheitsberichte
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Tabelle meipt welche Answahlkriterien von dem 25 gesichteten Berichten

Anmerkung: Die

erfullt; x = nicht erfullt; 0 = teilweize erfollt.

erfillt werden: «
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