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WORTH
CAMERICA

LOW INCOME LEVEL
$995 or less a year

IME CENTRE
?——-
100 1,000 10,000

People per square mile

SREENLANS

LOWER MIDDLE
$996 to $3.945
[
100 1000 10,000
People per square mile

+ . Income st_tri'bu'tioh WorI(iWidé

UPPER MIDDLE
$3946 to $12,195
100 1000 10,000
People per square mile

AUSTRALILA

HIGH
$12,196 or more

1000 10,000
Poople per square mile

4

»




S NORSE

ATTACK TARGETS ©

i Country
3148 & United States
97 = Hong Kong

55 « Portugal

49 & Singapore
42 © Turkey

39 @ C(anada

37 == Austria

32 == Spain

27 = Australia
26 - Liechtenstein

ATIACKTYPES©

ATTACK ORIGINS © ;
#  Country |
1311 = China
1020 -= United States
368 § Mil/Gov
111 = Netherlands
111 = Russia
80 @ Canada
78 O Japan
76 = Hong Kong
51 ® italy
45 B3 South Korea
Timestamp
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Liﬁllcly accessible,
searchable Internet

4 % indexed

Dark Net

Emvinumrmient occesaible ory thraugh
speolised software proviGeg users
Wth enerymity end encryptioe
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~ Dark Net

" Environment accessible only through
specialised software providing users
with anonymity and encryption
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Cyber-Crime (traditional)
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Cyber-Crime (traditional)
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vber-Faulltated Crime
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Extremist Activity
(left-right)
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Hacking

Trojans

Malware

e Spyware

DDoS
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Deep Web
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Silk Road

i) anonymous marketplece

Home & Garden(25)
Seads(3)
Cuttings(3)
Gardening Supplies(6)

Drugs(746)

Lab Supplies(9)

Digital goods{166)

Servicas(S8)

Money(42)

Jewslry(3)

Weaponey(7)

Food(2)
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Flewsroots, squared, 0,2L {2 pleces)

Fluwergots, aquared 0,51

Flowerpets squared, 1L

Flowerpets, squared, 1,71

Flawerpats, squared, 3,50

Mydrometer / Thermometer

Camnatia cutting, frahly rooted, famale

Saivia divinarom Cutting / Steckiing

Whits Widow Canmabia Cutting / Clone / Stackling
Peyote - lophoghora wiiamaii - 10 Seads

Peruvian Torch - peruviana - 10 Seeds

a0 Pedro - Echinepsis pachanei - 10 Seeds
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Bullet Proof Cloud
Hosters

__From storage to strea R
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Physmal vs Online Crime:
Core Challenges
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Locatlon

’- No physical presence in the»
country necessary

.
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Offline Online

_ Traceability
Forensics Difficult attribution




Present Future

Server-based Streaming and cloud services,
electronic evidence = communication traffic across
gathering borders and jurisdictions
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Prevention

Capacity building of first responders

Regional & National

Prosecutors & Judges

Outreach Program




Protection

Virtual Police Stations/Police Officers

Online Patrol

National systems for ensuring

security by design

National standards for securing
business and cities' sensitive
information




Prosecution

The obstacles between the jurisdiction
of nation states vs. the global nature of
cyber crime
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Strategy

¥

Forensic Expertise

Strategy & De elopment @l (inc!. pigital Forensic IT Lab)
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Taskforce Approach in Addressing Cyber Threats

Identification of Investigative
priorities , INVESTICSESR opportunities
!
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EC3 Programme Board
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- EC3 Programme Board

Direct interaction of EC3 in relevant areas

' \ : _ assisted'by
; 2 Advisory Groups

Programme Board T internet Security

Advisory Board created to help the strategic =
decision-making process of EC3 “**BlackBerry W McAfee ! 1111
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European Union Cybercrime
Task Force

European Cybercrime Training and
Education Group (ECTEG)

European Cybercrime Prevention
Framework

European Forensics Framework
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- .Roadmap for.Next Steps
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{ Prevention

<

Protection
Prosecution
A Governance






