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Cybercrime
threat - intervention - defence

The effi cient combat against cybercrime and its related offences the latter taking advantage of 
the modern information- and communication facilities is at the time being one of the important 
challenges for security authorities worldwide.
The subject of cybercrime will be scrutinized as a phenomenon as well as in the view of policing 
in general during this year‘s BKA‘s autumn conference.
The aim is to outline furthermore forms of urgent actions with regard to an effi cient and 
future-oriented structure dealing with security.
An exhibition going along with this year‘s  autumn conference will present studies and procedu-
res of national and international sources to combat cybercrime and its side-effects.



Technologies and Research
It is within this exhibition that one has the opportunity to be updated about new products and 
their potential consequences for policing, products partly not yet available on the market. 
Furthermore, possible new fi elds to be endangered by cyber-attacks will be introduced. New 
“centres of research”, coping with technical challenges of the so-called “always-on-society”, will 
display drafts, strategies and technical proposals for an effi cient “cyberdefence”.

Fraunhofer Institute for  
Telecommunications

Heinrich-Hertz Institute

Hasso Plattner Institute The Universität der Bundeswehr München

The Fraunhofer Research Institution for 
Organics, Materials and Electronic Devices



Federal Associaton for Information Techno-
logy, Telecommuncations and New Media.

Industry 4.0

Security Cooperation Cybercrime 
(North Rhine-Westphalia Land Criminal Police 

Offi ce, BITKOM,
Baden-Württemberg Land Criminal Police)

Federal Offi ce for Information Security

Federal Offi ce for the Protection of the 
Constitution Europol - European Cybercrime Centre

Alliances
State authorities like police and jurisdiction alone cannot keep pace with the technical develop-
ment, the spreading of new technologies and their application for criminal purposes. It is the-
refore indispensable to persue alliances between different subjects, to establish cooperations 
within the economy, research institutions and authorities of security and prosecution on a nati-
onal as well as an international level.
The autumn conference will face and deal with this problem in the frame of this exhibition.
Current cyber alliances will take this opportunity to present achievements and to advertise for 
further initiatives to be intensifi ed.

German Aerospace Center
Center for Satellite Based Crisis Information 



Forensic analysis  in the fi eld of
ICT forensics

Forensic analysis of data carriers Cybercrime  Investigations

German Federal Criminal
Police Offi ce

The BKA - The German Federal Criminal Police Offi ce - has been related in its legal and judicial 
tasks in many aspects to the conference‘s topic. This exhibition reveals single cases and deals 
with a wide frame of options. Foundings of phenomenological nature of various delinquencies, 
current misuses, selected BKA cases of investigations, as well as methods of policing up to the 
options of forensics coping with internet and communication. On location-demonstrations of 
selected issues will accomplish these presentations.

Inter-agency center for the monitoring of In-
ternet pages and forums of relevance related  to 
religiously motivated extremism and terrorism



German Federal Criminal Police Offi ce
Project Group “Call Centre Fraud“

German Federal Criminal Police Offi ce 
 Literature Documentation

German Federal Criminal Police Offi ce 
Library

Prevention / Information
Presentations and insights into institutions are displayed to the visitor. These items are to be seen 
in a wider connection with the topic of the conference and they are relevant for policing duties and 
task and are generally signifi cant for a society‘s  counter action versus offences and its consequen-
ces. The subject of crime prevention will be laid out by colleagues of the German Forum for Crime 
Prevention (DFK). The BKA will present during this conference extracts of a project in Turkey, na-
med  “Call Center Fraud”.  The “Weisser Ring e.V.” (an organisation to support victims of crime),  
conveys an insight into victims‘ protection and victims‘ support in all fi elds of delinquency. Two 
service points are introduced here as well: our library and a center called literary documentation. 
Literary documentation has exploited and evaluated the most signifi cant police-relevant 
magazines and book series of German language for almost 40 years.

Medien-
informations-
Zentrum im BKA

MiZ
Bibliothek Literaturdokumentation Online-Dienste

The WEISSER RING e.V.German Forum for Crime Prevention



Accompanying exhibition
Overview
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Explanatory legend / Exhibitors:

1. BKA – ICT-Forensics

2. Fraunhofer Research Institution – COMEDD

3. Hasso-Plattner-Institute

4. Fraunhofer Institute – Heinrich-Hertz-Institut

5. Universität der Bundeswehr München

6. Cooperation BITKOM, LKA NRW und LKA BW

7. BITKOM – Industry 4.0

8. Europol – European Cybercrime Centre

9. Federal Offi ce for Information Security

10. Federal Offi ce for the Protection of the 
        Constitution

11. German Aerospace Center

12. BKA – Library and Literature Documentation

13. Lounge

14. BKA – politically motivated Cybercrime

15. BKA – religiously motivated Terrorism on the
        Internet

16. German Forum for Crime Prevention

17. WEISSER RING e.V.

18. BKA – Project Group „Call-Centre Fraud“

19. Internetcorner

20. Conference Offi ce

21. BKA – Phänomenon Cybercrime
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