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Abstract 

 
Terrorists fight their wars in cyberspace as well as on the ground. However, while 
politicians and the media have hotly debated the dangers that cyberterrorism poses to 
the Internet, surprisingly little is known about the threat posed by terrorists’ use of the 
Internet. Today, as this report makes plain, terrorist organizations and their supporters 
maintain thousands of websites, exploiting the unregulated, anonymous, and easily 
accessible nature of the Internet to target an array of messages to a variety of 
audiences. Our study identifies no fewer than eight different ways in which terrorists 
are using the Internet to advance their cause, ranging from psychological warfare to 
recruitment, networking to fundraising. In each case, the report not only analyzes how 
the Internet can facilitate terrorist operations but also illustrates the point with 
examples culled from an extensive exploration of the World Wide Web. Today, all 
active terrorist groups have established their presence on the Internet. Terrorism on 
the Internet is a very dynamic phenomenon: websites suddenly emerge, frequently 
modify their formats, and then swiftly disappear—or, in many cases, seem to 
disappear by changing their online address but retaining much the same content. 
Using these websites, online terrorists target three different audiences: current and 
potential supporters; international public opinion; and enemy publics. Finally, while 
we must better defend our societies against cyberterrorism and Internet-savvy 
terrorists, we should also consider the costs of applying counterterrorism measures to 
the Internet. Such measures can hand authoritarian governments and agencies with 
little public accountability tools with which to violate privacy, curtail the free flow of 
information, and restrict freedom of expression, thus adding a heavy price in terms of 
diminished civil liberties to the high toll exacted by terrorism itself. 

 

 

 

 

 

Introduction 

 The growing presence of modern terrorism on the Internet is at the nexus of 

two key trends: the democratization of communications driven by user generated 

content on the Internet; and the growing awareness of modern terrorists of the 

potential of the Internet for their purposes. Terrorists are using the Internet, as several 

studies have revealed, for numerous purposes. They are using the Net to launch 

psychological campaigns, recruit and direct volunteers, raise funds, incite violence 

and provide training. They also use it to plan, network, and coordinate attacks. Thus, 

not only has the number of terrorist Web sites increased, but also the uses to which 
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terrorists put the Internet have diversified. This paper is based on a 10 year long 

project of monitoring thousands of terrorist websites (Weimann, 2006a, 2006b). 

When we started this research in the late 1990s, there were merely a dozen terrorist 

websites; by 2000, virtually all terrorist groups had established their presence on the 

Internet and in 2003 there were over 2,600 terrorist websites (Weimann, 2004). The 

number rose dramatically and by November 2007 our archive contains over 5,800 

websites serving terrorists and their supporters. Our monitoring of terrorist websites 

involves tracking them, downloading their contents, translating the messages (texts 

and graphics) and archiving them according to a preset coding system. This allows for 

various content analyses focusing on the attributes of the contents, the intended 

receivers, the technologies used and more.  

 

The advantages of the Internet for modern terrorism 

The network of computer-mediated communication (CMC) is ideal for terrorists-as-

communicators: Computer-mediated communication is ideal for terrorists: it is 

decentralized, cannot be subjected to control or restriction, is not censored, and allows 

free access to anyone who wants it. The typical, loosely knit network of cells, 

divisions, and subgroups of modern terrorist organizations, finds the Internet both 

ideal and vital for inter- and intra-group networking. These advantages have not gone 

unnoticed by terrorist organizations and they moved their communications, 

propaganda, instruction and training – to the cyberspace. Websites, however, are only 

one of the Internet’s services to be hijacked by terrorists; there are many other 

facilities such as e-mail, chat rooms, e-groups, forums, virtual message boards, You-

Tube, Google Earth and more.  

 The rise of "internetted" terrorist groups is part of a broader shift to what 

Arquilla and Ronfeldt have called “netwar.” (Arquilla and Ronfledt 2001, 2003; 

Arquilla,  Ronfeldt, and Zanini, 2001).  Netwar refers to an emerging mode of conflict 

and crime at societal levels, involving measures short of traditional war in which the 

protagonists are likely to consist of small, dispersed groups who communicate, 

coordinate and conduct their campaigns in an "internetted" manner and without a 

precise central command.  According to former CIA counterterrorism chief Vince 

Cannistraro, "Internet communications have become the main communications 
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system among al Qaeda around the world because it's safer, easier and more 

anonymous if they take the right precautions, and I think they're doing that".1 Al 

Qaeda has shown itself to be a remarkably nimble, flexible, and adaptive entity, 

mainly due to its decentralized structure (Hoffman, 2003). But al Qaeda operatives 

now are urging their members to use caution on the Internet. Just before their first 

official website, alneda.com, was pulled off its server, it warned its members that the 

FBI, CIA and Customs Service were probably monitoring the site. It promised to e-

mail members the new address of the Web site once it was in operation. It also told 

them they could find the address in chat rooms on other terror sites, such as Hamas' 

qassam.net. "We strongly urge Muslim Internet professionals to spread and 

disseminate news and information about the jihad through e-mail lists, discussion 

groups and their own Web sites," says a statement on azzam.com. "The more Web 

sites, the better it is for us. We must make the Internet our tool."  

 The great virtues of the Internet—ease of access, lack of regulation, vast 

potential audiences, fast flow of information, and so forth—have been converted into 

the advantage of groups committed to terrorizing societies to achieve their goals. The 

anonymity offered by the Internet is very attractive for modern terrorists (Rogers, 

2003). Due to their extremist beliefs and values, terrorists require anonymity to exist 

and operate in social environments that may not agree with their particular ideology 

or activities.  The Internet provides this anonymity as well as easy access from 

everywhere with the option to post messages, to e-mail, to upload or download 

information – and to disappear into the dark. 

 These advantages have not gone unnoticed by terrorist organizations, no matter 

what their political orientation. Islamists and Marxists, nationalists and separatists, 

fundamentalists and extremists, racists and anarchists: all find the Internet alluring. 

Today, all active terrorist organizations maintain websites, and many maintain more 

than one website and use several different languages. As the following illustrative list 

shows, these organizations and groups come from all corners of the globe: 

• From the Middle East, Hamas (the Islamic Resistance Movement), the Lebanese 

Hezbollah (Party of God), the Al Aqsa Martyrs Brigades, Fatah Tanzim, the Popular 

Front for the Liberation of Palestine (PLFP), the Palestinian Islamic Jihad, the Kahane 

                                                 
1 Cited by Jack Kelly, “Militants Wire Web with Links to Jihad,” USA Today (July 2002).  
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Lives movement, the People’s Mujahedin of Iran (PMOI—Mujahedin-e Khalq), the 

Kurdish Workers’ Party (PKK); the Turkish-based Popular Democratic Liberation 

Front Party (DHKP/C), and the Great East Islamic Raiders Front (IBDA-C), which is 

also based in Turkey. 

• From Europe, the Basque ETA movement, Armata Corsa (the Corsican Army), and 

the Real Irish Republican Army (RIRA). 

• From Latin America, Peru’s Tupak-Amaru (MRTA) and Shining Path (Sendero 

Luminoso), the Colombian National Liberation Army (ELN-Colombia), and the 

Armed Revolutionary Forces of Colombia (FARC). 

• From Asia, Al Qaeda, the Japanese Supreme Truth (Aum Shinrikyo), Ansar al Islam 

(Supporters of Islam) in Iraq, the Japanese Red Army (JRA), Hizb-ul Mujehideen in 

Kashmir, the Liberation Tigers of Tamil Eelam (LTTE), the Islamic Movement of 

Uzbekistan (IMU), Moro Islamic Liberation Front (MILF) in the Philippines, the 

Pakistan-based Lashkar-e-Taiba, and the rebel movement in Chechnya. 

 

Method and Data 
 
The findings reported here come from a more general research project hosted and 

funded by United States Institute of Peace that summarized nine years of monitoring 

terrorist presence on the Net.  The population for this study was defined as the 

Internet sites of terrorist movements as they appeared in the period between January 

1998 and November 2007.  We used the U.S. State Department’s list of terrorist 

organizations which meets the accepted definition of terror. Two earlier studies served 

as pilot studies for the present project: we applied a systematic content analysis to a 

sample of terrorist sites and repeated this analysis after three years (Tsfati 

&Weimann, 1999, 2002). These exploratory studies provided both the methodological 

tools as well as the first evidence of the diffusion of terrorism into the Internet and its 

growing sophistication. To locate the terrorist sites, frequent systematic scans of the 

Internet were conducted using the various keywords and names of organizations in the 

database. First, the standard search engines (Altavista, Lycos, Infoseek, Yahoo, 

Magellan and Google) were used. The Internet, as we found out, is a very dynamic 

arena – websites emerge and disappear, change addresses or reformat. Throughout the 

years of monitoring the terrorist presence in the Net, we learned how to locate their 
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new sites, how to search in chat rooms and forums of supporters and sympathizers for 

the new “addresses” and how to use links in other organizations’ websites to update 

our lists. This was often a Sisyphean effort, especially since in certain instances (e.g., 

al Qaeda’s websites) the location and the contents changed almost daily.  

We have identified numerous, albeit sometimes overlapping, ways in which 

contemporary terrorists use the Internet. Some of these parallel the uses to which 

everyone puts the Internet—information gathering, for instance. Some resemble the 

uses made of the medium by traditional political organizations—for example, raising 

funds and disseminating propaganda. Others, however, are much more unusual and 

distinctive—for instance, hiding instructions, manuals, and directions in coded 

messages or encrypted files. In this report we focus on the use of the Internet as a 

virtual training camp, using the computer-mediated channels to train, teach, direct and 

co-ordinate terrorists. 

  

How Terrorists Use the Internet 

 

 Today, all terrorist organizations, large or small, have their own web sites 

(Weimann, 2004, 2006; Hoffman, 2006). They use this medium to spread propaganda, 

raise funds and launder money, recruit and train members, communicate and conspire, 

and launch attacks while governments are trying to counter and catch them using 

traditional means. (Coll and Glasser, 2005; Conway, 2002, 2005; Cronin, 2006; 

Glasser and Coll, 2005; Labi, 2006; Lynch, 2006; Rogan, 2006; Swartz, 2005;  

Talbot, 2005; Thomas, 2003;  Weimann, 2004, 2006; Vatis, 2001). 

Terrorism and the Internet are related in several ways. First, the Internet has 

become a forum for terrorist groups and individual terrorists both to spread their 

messages of hate and violence and to communicate with one another and with 

sympathizers. Secondly, individuals and groups may attack computer networks, 

including those on the Internet, what has become known as cyberterrorism or 

cyberwarfare. At this point, terrorists are using the Internet for propaganda and 

communication more than they are attacking it. Former chief of operations at the FBI 

Buck Revell told U.S. News and World Report that "As long as they don't specifically 

engage in criminal acts, they can do anything they want to aid and abet their activities. 

This is a safe haven for them."   
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The communicative uses of the Internet by terrorism 

 

One of the enduring axioms of terrorism is that it is designed to generate 

publicity and attract attention to the terrorists and their cause. How do terrorist 

groups use the Internet to advance the organization's political and ideological agenda? 

We know that terrorist organizations are increasingly resorting to the Internet to 

disseminate their views to a wider public, coming to the realization that establishing 

their presence in cyberspace is nearly just as critical to their long-term success as any 

military triumph or act of sabotage. Terrorist groups themselves can maintain 

webpages to "advertise" their ideology, to disseminate propaganda and to recruit 

supporters. It is the first time that they can easily reach the public directly and make 

their existence known in an international scale. 

In the "conventional media", if some report was offensive to a government, the 

content of the report could be censored or filtered. However, Governments cannot 

control the Internet to the same degree they could control newspapers, radio and TV. 

The web allows an uncensored and unfiltered version of events to be broadcast 

worldwide. Chat rooms, websites, and bulletin boards are largely uncontrolled, with 

few filters in place. This climate, argues Thomas (2003), is perfect for a radical group 

to explain its actions or to offset both internal and international condemnation, 

especially when using specific servers. The Internet can target fence-sitters as well as 

true believers with different messages, oriented to the target audience. Thus, for 

example, in the aftermath of the 9/11 attacks, al Qaeda operatives used the Internet to 

fight for the hearts and minds of the Islamic faithful worldwide. Several 

internationally recognized and respected Muslims who questioned the attacks were 

described as hypocrites by al Qaeda. Al Qaeda ran two websites, alneda.com and 

drasat.com, to discuss the legality of the attacks on 9/11. Al Qaeda stated that Islam 

shares no fundamental values with the West and that Muslims are committed to 

spread Islam by the sword. As a result of such commentary, several Muslim critics of 

al Qaeda’s policies withdrew their prior condemnation.  

What is the content of terrorist sites? They usually include information about 

the history of the organization and biographies of its leaders, founders, heroes, 

commanders or revered personalities, information on the political and ideological 
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aims of the organization, and up-to-date news.  Most of the sites give a detailed 

historical review of the social and political background, a selective description of the 

organization’s notable activities in the past, and its aims. National organizations 

(separatist or territorial) generally display maps of the areas in dispute. Almost all the 

terror sites detail their goals in one way or another. The most common presentation of 

aims is through a direct criticism of their enemies or rivals. Thus, the terrorist sites do 

not concentrate only on information concerning their organizations; direct attack of 

the enemy is the most common strategy of the Internet terrorists. By contrast, almost 

all sites avoid presenting and detailing their violent activities.  Although the 

organizations behind these sites have a record of bloodshed, they hardly ever record 

these activities on their sites. The exceptions are Hezbollah and Hamas whose sites 

show updated statistical reports of its actions (‘daily operations’), the number of dead 

‘martyrs,’ along with the number of ‘Israeli enemies’ and ‘collaborators’ killed. 

However, this detailed depiction of violent action is unusual. 

While avoiding the violent aspects of their activities, the Internet terrorists, 

regardless of their nature, motives or location, usually stress two issues: freedom of 

expression and political prisoners. The terrorists appear to aim at Western audiences 

who are sensitive to the norms of freedom of expression and emphasize the issues that 

provoke sympathy in democratic societies. Restricted expression by political 

movements is contrary to the fundamental and sacred principles of democracy. This 

tactic works particularly well on the stage of the Internet, the symbol of absolutely 

free communication. Another theme is that of political detentions. The organizations’ 

websites emphasize the anti-democratic measures employed against them. In so 

doing, they attempt to malign the authorities, appealing both to their supporters 

(‘constituents’) as well as to more remote audiences of ‘bystanders.’ Even among the 

community of their ‘enemies,’ namely the public that is naturally hostile to the 

organization, the terrorists try, by emphasizing the threats to democracy, to create 

feelings of uneasiness and shame. 

A common element on the terror sites is the organization’s communiqués and 

the speeches and writings of its leaders, founders, and ideologists. The sites often 

present a word-for-word series of official statements by the organizations, which the 

visitor can browse through, along with selected announcements arranged by date. 

They tend to recycle materials distributed in the past through the mass media and 

other communication means. Some terrorist sites house a veritable online gift shop 
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through which visitors can order and purchase books, video and audiocassettes, 

stickers, printed shirts, and pins with the organization’s badges. 

Whom do the Internet terrorists target at their sites? Are they appealing to 

current and potential supporters, to the international community, or to their enemies? 

An analysis of their contents indicates an attempt to approach all three audiences. 

Reaching out to supporters is evinced from the fact that the sites offer appropriate 

items for sale, including printed shirts, badges, flags and video and audiocassettes. 

The slogans and text at these sites or portions of the site also appeal strongly to the 

supporter public. Of course, the sites in local languages target these audiences more 

directly than do the English and other-language versions. These pages include much 

more detailed information about recent activities of the organizations and elaborate in 

detail about internal politics and relationships between local groups.  

But an important target audience, in addition to supporters of the organizations, 

is the international “bystander” public and surfers who are not involved in the 

conflict. This is evident from the presentation of basic information about the 

organization and the extensive historical background material (with which the 

supporter public is presumably familiar). Most of the sites offer versions in several 

languages in order to enlarge their international audience. The sites make use of 

English in addition to the local language of the organization’s supporters. The Basque 

movement site offers information in Castilian, German, French, English and Italian; 

the MRTA site offers Japanese and Italian in addition to its English and Spanish 

versions. The Uzbeki site offers information in Arabic, English and Russian. Judging 

from the content of many of the sites, one might also infer that journalists constitute 

another bystander target audience. Press releases by the organizations are often placed 

on the websites. The detailed background information might also be useful for 

international reporters. One of Hezbollah's sites specifically addresses journalists and 

invites them to interact with the organization’s press office via e-mail. 

Approaches to the “enemy” audiences are not as clearly apparent from the 

content of many sites.  However, in some sites the desire to reach this audience is 

evident by the efforts to demoralize the enemy and the military forces fighting against 

the terrorists. The organizations try to utilize their websites to change public opinion 

in their enemies' states, to weaken public support for the governing regime, to 

stimulate public debate and of course, to demoralize the enemy troops. The Internet is 

used by terrorists to deliver threats and messages to enemy governments and enemy 
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populations. A Saudi radical Muslim group, the Brigade of the Two Holy Mosques, 

sent a threat in December 2003, to the House of Saud and its subjects: “We are 

warning anyone who cooperates with the authorities or gives the tyrants information 

leading to the arrest of one of the mujahideen. He will be liquidated.” The next day, a 

man identifying himself as “Daleel Al-Mojahid” (meaning “guide for the jihad 

warrior”) and claiming affiliation with the Taliban and al Qaeda issued his own 

warning to those participating in the previous weekend’s Loya Jirga council in 

Afghanistan: “We . . . assure you and send you our coming news that we will start 

killing all the (Loya Jerga) council that is due to start elections, we have sent them all 

messages warning them that if any of them show up in the elections they will be killed 

directly on our hands.” Both of these threats were delivered through the Internet.  

More than a year later, in June 2004, al Qaeda posted an alarming threat to Americans 

and Western airlines through a warning to Muslims:  

We are hereby renewing our call and warning to our Muslim 
brothers against associating [mingling] with the Crusaders: 
Americans, Westerners, and all the Polytheists in the Arab 
Peninsula. Muslims must keep away from them, their residences 
and compounds, and all their means of transportation… We do not 
wish for any of our Muslim brothers to bring it upon himself, and 
allow his killing by keeping company with the enemy that must be 
fought. We have no other lawful choice but to fight and exterminate 
them. Everything related to those Crusaders: Compounds, bases, 
means of transportation, especially Western and American airlines – 
will soon be the target of our future operations with the help and 
assistance of God, in our course for the Jihad that we shall continue 
in the upcoming period in particular.  
 

 This statement was issued by “al Qaeda of the Arabian Peninsula” on an Islamic 

Website known to be an Al Qaeda mouthpiece and on several Arabic language Jihad 

forums. This quote is part of a general threat advising Muslims to avoid being in close 

proximity to Americans and other non-Muslims in order to avoid being caught up in 

the coming wave of attacks. The message was posted by an individual with a history 

of providing credible information regarding the activities of al Qaeda in Saudi Arabia. 

The group, al Qaeda in the Arabian Peninsula (or Arabian Island) is the same group 

that has conducted attacks on oil facilities and on the Oasis Residential Complex in 

Saudi Arabia during 2004.  

 The Internet can be used also to harm the credibility of enemy media, enemy 

officials and the establishment. In this case the target audience is the enemy 
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population but the attack is on its official media credibility. One example comes from 

the Chechen separatist rebels fighting the Russian army; in their propaganda war with 

the Russians, Chechen fighters have been using the Internet. In May 2000, Russian 

forces sought to cast doubt on claims by Chechen rebels who said that they had shot 

down a Russian SU-24 jet fighter bomber. But when a picture of Chechen fighters 

holding parts of the plane's wreckage appeared on the rebels' Internet website, the 

Russians were forced to admit the claim was probably true. The rebel website -- 

kavkaz.org -- had proved its effectiveness again. It might seem odd that bedraggled 

partisans moving among mountain hideouts in a country desolated by war would use 

computers and sophisticated Internet technology to communicate with the world, but 

the Chechens had already launched their website before the Russians imposed an 

information blockade. The site is particularly important during the current fight 

against the Russians, because unlike in the earlier conflict, these times there are far 

fewer foreign journalists able to report from the Chechen side. Because the Chechen 

site is primarily designed to influence foreigners, it appears in Russian, English and a 

handful of other languages, but not in Chechen. Journalists or government officials 

interested in finding out about the war use this website, which offers news, interviews 

with Chechen leaders, fighters and civilians. Photographs published on the site are 

often used to back up Chechen claims, displaying images of the dead on both sides as 

well as of Russian prisoners. The Russians removed the site from a U.S. server. The 

site, however, has since moved among several other servers and now seems safely 

entrenched.  

 

The instrumental uses of the Internet by terrorism 

In addition to communicative uses of the Internet, terrorists use the medium 

for instrumental purposes. The Internet may serve terrorist as an excellent source of 

useful information. The World Wide Web alone offers about a billion pages of 

information, much of it free—and much of it of interest to terrorist organizations. 

Terrorists, for instance, can learn from the Internet about the schedules and locations 

of targets such as transportation facilities, nuclear power plants, public buildings, 

airports and ports, and even counterterrorism measures. Dan Verton, in his book 

Black Ice: The Invisible Threat of Cyberterrorism (2003), explains that “al Qaeda 

cells now operate with the assistance of large databases containing details of potential 
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targets in the U.S. They use the Internet to collect intelligence on those targets, 

especially critical economic nodes, and modern software enables them to study 

structural weaknesses in facilities as well as predict the cascading failure effect of 

attacking certain systems.” 

Numerous tools are available to facilitate such data collection, often called 

datamining, including search engines, e-mail distribution lists, and chat rooms and 

discussion groups. Many websites offer their own search tools for extracting 

information from databases on their sites. Word searches of online newspapers and 

journals can likewise generate useful information for terrorists; some of this 

information may also be available in the traditional media, but online searching 

capabilities allow terrorists to capture it anonymously and with very little effort or 

expense. One captured al Qaeda computer contained the engineering and structural 

architecture features of a dam, enabling al Qaeda engineers and planners to simulate 

catastrophic failures. According to Secretary of Defense Donald Rumsfeld, speaking 

on January 15, 2003, an al Qaeda training manual recovered in Afghanistan tells its 

readers, “Using public sources openly and without resorting to illegal means, it is 

possible to gather at least 80 percent of all information required about the enemy.” 

 Like many other Internet users, terrorists have access not only to maps and 

diagrams of potential targets but also to imaging data on those same facilities and 

networks that may reveal counterterrorist activities at a target site. Terrorists can use 

the Internet to learn about counterterrorism: word searches of online newspapers and 

journals allow a terrorist to study the means designed to counter his actions, or the 

vulnerabilities of these measures. For example, recent articles reported on attempts to 

slip contraband items through security checkpoints. One report noted that at 

Cincinnati’s airport, contraband slipped through over 50 percent of the time. A simple 

Internet search by terrorists would uncover this shortcoming and offer the terrorists an 

embarkation point for their next operation. Several reports in various Internet sites 

noted that U.S. law enforcement agencies were tracing calls made overseas to al 

Qaeda cells from phone cards, cell phones, phone booths or Internet-based phone 

services. Exposing the targeting techniques of law enforcement agencies allows the 

terrorists to alter their operating procedures.  

The Internet has become a networking device for modern terrorists. Modern 
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terrorism has transformed into segmented networks instead of the pyramidal 

hierarchies and command-and-control systems (no matter how primitive) that have 

governed traditional insurgent organizations. The advantage of this operational 

structure is that surveillance, penetration or capture of operatives do not lead the 

intelligence agency to other cells or the central control structure. In addition, cell 

members can be dispersed quickly and the organization dismantled when one member 

is captured, due to the flexible and ad hoc nature of the organization. RAND's experts 

on modern terrorism, John Arquilla, David Ronfeldt and Michele Zanini point to the 

emergence of new forms of terrorist organization attuned to the Information Age. 

They contend, "Terrorists will continue to move from hierarchical toward 

information-age network designs. More effort will go into building arrays of 

transnational internetted groups than into building stand alone groups.” (2001, p. 41).  

Several reasons explain why modern communication technologies, especially 

the Internet, are so useful for modern terrorists in establishing and maintaining 

networks. First, new technologies have greatly reduced transmission time, enabling 

dispersed organizational actors to communicate swiftly and to coordinate effectively. 

Second, new technologies have significantly reduced the cost of communication. 

Third, by integrating computing with communications, they have substantially 

increased the variety and complexity of the information that can be shared. Also, the 

Internet connects not only members of the same terrorist organizations but also 

members of different groups. For instance, dozens of sites exist that express support 

for terrorism conducted in the name of jihad. These sites and related forums permit 

terrorists in places such as Chechnya, Palestine, Indonesia, Afghanistan, Turkey, Iraq, 

Malaysia, the Philippines and Lebanon to exchange not only ideas and suggestions 

but also practical information about how to build bombs, establish terror cells and 

carry out attacks. The latest communications technologies are thus enabling terrorists 

to operate from almost any country in the world provided they have access to the 

necessary infrastructure. Some analysts have argued that networked terrorists may 

have a reduced need for state support -- indeed, governmental protection may become 

less necessary if technologies such as encryption allow a terrorist group to operate 

with a greater degree of stealth and safety. 

Terrorists may use the Internet to provide information to fellow terrorists, 

including maps, photographs, directions, codes and technical details of how to use 
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explosives. The World Wide Web is home to dozens of sites that provide information 

on how to build chemical and explosive weapons. Many of these sites post the 

Terrorist’s Handbook and The Anarchist Cookbook, two well-known manuals that 

offer detailed instructions of how to construct a wide range of bombs. Another 

manual, The Mujahadeen Poisons Handbook, written by Abdel-Aziz in 1996 and 

‘published’ on the official Hamas website, details in twenty-three pages how to 

prepare various homemade poisons, poisonous gases and other deadly materials for 

use in terrorist attacks. 

The Hamas organization has launched an Internet course in the production and 

assembly of explosives. Hamas, which claims responsibility for the lion's share of 

Palestinian suicide bombing attacks, has established an Internet site that offers 

Muslims instructions in the production of bombs, rockets and light aircraft. News of 

the site has spread throughout the West Bank and Gaza Strip. The instructions can be 

found on the website of Hamas's Izzedin Kassam military wing. The site, called 

"Military Academy," offers 14 lessons in bomb-making as part of what the Islamic 

group says is a campaign to expand the pool of bomb-makers. The courses include 

lessons on the production of a belt filled with explosives that can be worn by a suicide 

bomber. Other courses demonstrate how to manufacture plastic explosives from RDX, 

a material that is said to be difficult to detect. The Hamas online course also provides 

instructions on preparing regular bombs as well as methods to identify targets. Izzedin 

Kassam said the process of producing suicide bombs requires three people: a bomb 

expert, an electrician and a tailor to sew the belt to the proportions of the suicide 

attacker. The Hamas site is interactive and those taking the course can correspond 

with the movement's bomb instructors. However, the military wing warned that those 

who miss one lesson will not be allowed to continue the course. The site said those 

who ask a question about a lesson that already was given would be removed from the 

course. Those taking the course would also be required to take tests after each stage.  

For al Qaeda, the Internet serves as a virtual training camp. When American 

forces in Afghanistan shut down al Qaeda terrorist training camps, the terror group 

moved its base of operations to the Internet. The Internet has become a valuable tool 

for the terrorist organization, not just to coordinate operations and launch attacks, but 

also as virtual training camps, a tool of indoctrination and recruitment. Actually the 

 14



Internet turned for al Qaeda to be what experts call an “online terrorism university." 

The prospect of self-taught terrorism suggests that personal initiative and 

decentralization may soon provide additional elements of chaos to the already 

difficult-to-detect web of terror groups and individuals. “It is not necessary…for you 

to join in a military training camp, or travel to another country,…you can learn alone, 

or with other brothers, in [our arms] preparation program," announced Al Qaeda 

leader Abu Hadschir Al Muqrin (cited by Westerman, 2004). Al Qaeda launched in 

2004 its online “Al Battar Training Camp.” Al Battar takes its name from the “Sword 

of the Prophets,” currently located in the Topkapi Museum in Istanbul.   In an effort to 

maintain the tradition of victory that is associated with the phrase Al Battar, the 

authors go into extensive detail each month, providing explicit directions in a wide 

range of topics that are essential for the well-prepared mujhad, or warrior. In early 

2004 al Qaeda published the first issue of Al Battar Training Camp. The introduction 

to the issue states: 

Preparing [for Jihad] is a personal commandment that applies to 
every Muslim . . . Because many of Islam's young people do not yet 
know how to bear arms, not to mention use them, and because the 
agents of the Cross are hobbling the Muslims and preventing them 
from planning [Jihad] for the sake of Allah – your brothers the 
Mujahideen in the Arabian peninsula have decided to publish this 
booklet to serve the Mujahid brother in his place of isolation, and he 
will do the exercises and act according to the military knowledge 
included within it. . .The basic idea is to spread military culture 
among the youth with the aim of filling the vacuum that the enemies 
of the religion have been seeking to expand for a long time. Allah 
willing, the magazine will be simple and easy, and in it, my Muslim 
brother, you will find basic lessons in the framework of a military 
training program, beginning with programs for sports training, 
through types of light weapons and guerilla group actions in the 
cities and mountains, and [including] important points in security 
and intelligence, so that you will be able … to fulfill the religious 
obligation that Allah has set upon you. 

 

Like many other political organizations, terrorist groups use the Internet to 

raise funds. Al Qaeda, for instance, has always depended heavily on donations, and its 

global fundraising network is built upon a foundation of charities, nongovernmental 

organizations and other financial institutions that use websites and Internet-based chat 

rooms and forums to solicit and gather funds. The fighters in the Russian breakaway 

republic of Chechnya have likewise used the Internet to publicize the numbers of 
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bank accounts to which sympathizers can contribute. (One of these Chechen bank 

accounts is located in Sacramento, California.) In October 2003, a Washington Post 

correspondent reported that the FBI was probing Wahhabi Muslim websites and that, 

“FBI and Treasury officials said they believe some Islamic conferences, as well as 

Web sites that extol radical Islam, are vehicles in the United States for recruitment 

and fundraising by terrorist groups.” (Schmidt, 2003). According to Thomas (2003), 

the Internet is also used “to put together profiles”: Internet user demographics (culled, 

for instance, from personal information entered on online questionnaires and order 

forms) allow terrorists to identify users with sympathy for a particular cause or issue. 

These individuals are then asked to make donations, typically through e-mails sent by 

a front group (i.e., an organization broadly supportive of the terrorists’ aims but 

operating publicly and legally and usually having no direct ties to the terrorist 

organization). 

Another example comes from Lashkar e-Taiba. Literally meaning "Army of 

the Pure," the Lashkar e-Taiba has proved to be the most brutal terrorist group 

presently active in Jammu and Kashmir. The group also uses the Internet for 

fundraising: “Allah gives you the opportunity to take part in the struggle for Muslim 

rights – Jihad,” proclaims the English-language website. “Even if you cannot take part 

physically in the Jihad, you CAN help us by the means of financial aid.” The site 

provides readers with the numbers of two bank accounts in Karachi, Pakistan to which 

they can send donations, and it offers an e-mail address they can write to if they need 

assistance. 

Finally, the Internet can be used to recruit and mobilize supporters to play a 

more active role in support of terrorist activities or causes. In addition to seeking 

converts by using the full panoply of website technologies (audio, digital video, etc.) 

to enhance the presentation of their message, terrorist organizations capture 

information about the users who browse their websites. Users who seem most 

interested in the organization’s cause or well suited to carrying out its work are then 

contacted. Sophisticated methods are used by terrorists to refine or customize 

recruiting techniques on the Net: “Using some of the same marketing techniques 

employed by commercial enterprises, terrorist servers could capture information about 

the users who browse their web sites, and then later contact those who seem most 

 16



interested. Recruiters may also use more interactive Internet technology to roam 

online chat rooms and cyber cafes looking for receptive members of the public, 

particularly young people. Electronic bulletin boards and user nets can also serve as 

vehicles for reaching out to potential recruits. Interested computer users around the 

world can be engaged in long-term ‘cyber relationships’ that could lead to friendship 

2001). , Edwards and ininaZ) membership.” eventual andThe SITE Institute, a 

Washington, D.C.–based terrorism research group that monitors al Qaeda’s Internet 

communications, has provided chilling details of a high-tech recruitment drive 

launched in 2003 to recruit fighters to travel to Iraq and attack U.S. and coalition 

forces there. Potential recruits are bombarded with religious decrees and anti-U.S. 

propaganda, provided with training manuals on how to be a terrorist, and—as they are 

led through a maze of secret chat rooms—given specific instructions on how to make 

the journey to Iraq. Rita Katz, the SITE Institute's director and author of the book 

Terrorist Hunter (2003), argues, "Al Qaeda's use of the Internet is amazing. We know 

from past cases - from captured al Qaeda fighters who say they joined up through the 

Internet - that this is one of the principal ways they recruit fighters and suicide 

bombers.” 

This mixture of ideology and propaganda alongside practical guidance on 

guerrilla warfare and related terrorist operations has come to typify almost all 

terrorists' Internet profile. The new face of terrorism in the 21st Century is further 

exemplified by the items recovered by Saudi security forces in a raid during on an al-

Qaeda safe house in Riyadh in late spring 2004. In addition to the traditional terrorist 

arsenal of AK-47 assault rifles, explosives, rocket-propelled grenades, hand grenades, 

and thousands of rounds of ammunition that the authorities the police expected find, 

they also discovered an array of electronic consumer goods including: video cameras, 

laptop computers, CD burners, and the requisite high-speed Internet connection. 

According to CNN investigative journalist Henry Schuster (2005), "the videos, had 

been part of an al-Qaeda media blitz on the Web that also included two online 

magazines full of editorials and news digests, along with advice on how to handle a 

kidnapping or field-strip an AK-47 assault rifle. The videos mixed old appearances by 

bin Laden with slick graphics and suicide bombers’ on-camera last wills and 

testaments. They premiered on the Internet, one after the other, and were aimed at 

recruiting Saudi youth". 
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The Challenge: Fighting Back 

 

The Internet is clearly changing the landscape of political discourse and 

advocacy. It offers new and inexpensive methods for collecting and publishing 

information, for communicating and coordinating action on a global scale, and for 

reaching out to world public opinion as well as decision makers. The Internet benefits 

individuals and small groups with few resources as well as organizations that are large 

or well-funded. It facilitates activities such as educating the public and media, raising 

money, forming coalitions across geographical boundaries, distributing petitions and 

action alerts, and planning and coordinating events on a regional or international 

level. It allows activists in politically repressive states to evade government censors 

and monitors. It is inexpensive to use and increasingly pervasive, with an estimated 

250 million on-line. The Internet offers several channels whereby advocacy groups 

and individuals can publish information (and disinformation) to further policy 

objectives. Thus the Internet could have become a peaceful and fruitful forum for the 

resolution of conflicts. And yet, as this article reveals, it has become also a useful 

instrument for terrorists.   

Modern terrorists use the Internet for various functions, from communicative 

purposes such as propaganda and distribution of information to instrumental uses such 

as recruitment, co-ordination of actions, hacktivism, and cyberterrorism. Many violent 

groups with a long record of victimization, bloodshed, and destruction have entered 

the Internet. Their use of this liberal, free, easy-to-access medium is indeed 

frightening. The September 11, 2001 attacks by Bin Laden’s terrorists promoted the 

fear and the call for radical counter measures. And yet, one should consider that the 

fear that terrorism inflicts can and has in the past been manipulated by politicians to 

pass questionable legislation, undermining individual rights and liberties, that 

otherwise wouldn't stand a chance of being accepted by the public. It is important to 

assess the real threat posed by terrorist groups using the new information technology, 

keeping in mind that governmental action against it could easily go beyond acceptable 

limits.  

Fighting terrorism raises the issue of countermeasures and their prices: 

"Terrorist tactics focus attention on the importance of information and 
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communications for the functioning of democratic institutions; debates about how 

terrorist threats undermine democratic practices may revolve around freedom of 

information issues.” (Ronfeldt & Arquilla, 2001, p. 14). Responding to terrorism in 

the Internet is an extremely sensitive and delicate issue since most of the rhetoric 

disseminated on the Internet is considered protected speech under the United States’ 

First Amendment and similar provisions in other societies. Since the advent of the 

Internet, the CIA, the National Security Agency, the FBI, and security services all 

over the world have seen it as both a threat and a tool. Most of the official statements 

have focused on the threat: the ability of modern terrorism to communicate globally 

and to operate with relative anonymity and under virtually unbreakable encryption. 

Now, however, the focus is on tracking down the perpetrators of the attacks, which 

officials say could involve unrolling networks based in as many as 60 countries. There 

are numerous efforts, some secret and some not, to apply systems, measures and 

defense mechanisms against terrorists in the Internet.  

Across a wide range of battlefields, privacy is on the retreat. Many high-tech 

surveillance tools that were deemed too intrusive before September 11, including the 

FBI's "Carnivore" Internet eavesdropping system, are being unleashed. Pre-attack 

legislation aimed at protecting people from unwanted privacy invasions has been 

shelved, while new anti-terrorism laws give the authorities broad new powers to 

wiretap, monitor and invade Internet activity. These developments could wind up 

having profound implications for democracies and their values, adding heavy prices in 

terms of civil liberties to the destructive effects of terrorism in the Internet.  
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